
A major purpose of the
Technical Information Center is to
provide the broadest dissemination
possible of information contained in
DOE’s Research and Development
Reports to business, industry, the
academic community, and federal,
state and local governments.

Although portions of this report
are not reproducible, it is being
made available in microfiche to
facilitate the availability of those
parts of the document which are
legible.

3



TITLE ALLOCATION OF INSPECTION RESOURCES FOR INTERNATIONAL SAFEGUWS

~~-uR--88-78

DEr38 005375

AUTHOR(S) J. T. Markin

SUBMITTED TO ANS Topical Conference) The 3rd International Conference

on Facility Operations Safeguard~ Interface, San Diego,

November 29-December 4, 1987

DIWI.AIMER

,,, ,,, ,,’ */, 1,”,’

>. \

Los Alamos National Laboratory
Los Alamos,New Mexico 87545

About This Report
This official electronic version was created by scanning the best available paper or microfiche copy of the original report at a 300 dpi resolution.  Original color illustrations appear as black and white images.

For additional information or comments, contact: 

Library Without Walls Project 
Los Alamos National Laboratory Research Library
Los Alamos, NM 87544 
Phone: (505)667-4448 
E-mail: lwwp@lanl.gov



ALLOCATIONOF l?/SPECTION RESOURCESFOR 1NTERNATIONALSAFEGUARDS

J. T. klnrkin
Los Alamos National Laboratory

L06 Alanros, Nfl 87545
(50S) 667-777)

Increasing numbers and complexity of facilities
inspec~ed by the International Atomic Energy
Agency will require difficult decisions about
the levels of safeguards to be asaigned to mete-
rials and facilities should limitations on in-
spection resources continue. This paper ex-
amines some alternative strategies for assigning
inspection effort that could irirprove effective-
ness and efficiency of safeguards compared with
current inspection practice. These allocation
concepts are (1) extension of inttpection plan-
ning to inc!udo material strata and accounting
aream that encompaea multiple facilities and
(2) the use of randomization of the quality and
frequency of inapectlons and inspection activ-
itie.9.

INTRODUCTION

Assignment of inspection resources among
facilities inspected by the International Atomic
Energy Agency (IAEA) i&r A complex and important
function affecting the quality of these ln@pec-
tiona and the safeguards conclusions derived
from them. Becauae of llmitcd reaotlrces, i~ow-
ever, the IAEA cannot fully attain ita safe-
guarrt~ goala, necessitating tradeoffo in the
effort aisigned to fac~.llties and materlrr18.
This report ~.~mines some alter,latlve atrnte~iea
for aaaignlng inapectlon effort and their potet]-
tial for lmprovlng Inspectlrrrt effertiveneatr and
for reduclnR inspect in!) c’oatn .

Currently, Lhe IAF.A nllo(-ateg Inrlpo(!tion
refiourcea and evr I(mtea the effect Iveneal of L!le
allornt{crrl (Ming the {r.dlvl(iu~l faclllty an the
focus , Baned on negutia:ed facility attarh-
nrentrn, Inaxlmlurr Innpeet{on effortm are (tnaigned,
i;urne trartl[)tl of thcj pffurt 10 j~~,t:urlly opl)llr. d,
nnrf nnfegtutrrfa (,rlterlfi fip,lrlflr for th~t f.1[11
Ity lype nre empl[]ye~l :() evnlllnt~ th@ :itt;llll
ment of Unteultardu gmtla. in ntfe[t, Itlsl)dt
tlt~n effort nt a pnrtliulnr fnt.{llty ty~j~ {ri
aamlkllr(l lf](lopr!],l~l)tly [,f [,lllrr fnrilltl~,rn t,)

be inspected. For IAEA aafeguarrfs tt,e collec-
tion of inspected facilities may he those i.1 a
state’a fuel cycle, in an operationa division’s
area of responsibility, or all of the facilities
ur.der IAEA inspection.

Allocation atrategiea emphasizing the in-
dividual facility preclude the uae of glcbal
atrategiea that adapt the resources appliei to
a fac+lity depending on the other facilities to
be inspected, These global atrategiea incorpo-
rate either randomization, which lntroducea un-
certainty in the quality and frequency of in-
apectior. procedures, cr extension of the scope
of inspection planning to include conaideratlons
that cross facility boundaries, [n either rasr?,
the relaxation of constraint.9 on inspection
planning results in improved safeguard? nffec-
tivenesn or efficiency,

SAFEGUARDS CRITSRIA

An aaaesament of the utility of a reut,urre
allocation strategy should consider conaisten(’y
with IAEA safeguards inspection practice, at-
tainment of safeguard objectives, and the re-
aourcea for implementing the required flctiv-
ities. Standards for evaluating these ffi[ets
of a strategy are impllclt in tne IAEA’s s[\fe-
gunrda criteria, which cot]~aln a aurrmrary of tl)e
tiateguards objcrtivea, the ir~spt?ctlon ActivitiKII

for altninin!! ttie ohjct.tives, end the re,~uired
qu~~lty ~nrf frequenry of tte act.ivltle~.

For each lacility ntld materlnl type ((llro,t
uNe, 4pent fuel, and Indlrer:t ~lse) the rr itvrl:!
8P@rify irlu~e[~tl(,]ll fi(:tlv[tiea it) ~h~ /l!.t,/lN {)1
c$xj{m{nmtiorl of rerurda nnd repnrt. n, verit It,nt Iotl
of material lnv6ntoriee and flowfi, nlld nppl Itn
t i (>11 of r(, ntnlnrnent nnd rjlkrvell Inn(.o. “1’11P90
Jr(.llvitl*Fr Itrn graded Illt(l foklr ftl tit itlml,!lt
!I*velm nrrorrf”ng to thn qllallty 111111 timrllll~~~
or !hr! I!lripr!rt!l)li efft)rt. Qwrl It, y ,)! !Ill> iilt Iv
Ity dcpe!)(tn 1)11 the loan Ilotet’ 111111%rllMlt lvlt y

of ‘4 v~ri! Irntlotl mcl h{~d, ~irlel Il)t,n$l {lr,l,vil,l~
{111 ltle llltelv#ll I)olwrrll !?.I)PI It 11)11 ($1 11,1, ill
NISOII i[]!] ptt)tpdtltt~u.



The four attainment levels in order of irr–
creasing safeguards effectiveness are ~ial
attainment of the quantity component, attainment
of the quantit; :omponent, almost timely attain-
ment, and timely attainment. The quantity com-
~nt addresses only the thoroughness of the
inspection activity without regard to ita time-
liness. Attainment of the timeliness criteria
is not possible unless the conditions for the
quantity component are also attained.

are to improve acceptance of safeguards or to
permit improved inspections with no increased
operator cost.

Consistency of a resource allocation strat–

ei3y with current Agency practice facilitates
implementation of the strategy and avoids the
indirect costs associated with changes in Agency
procedures and criteria that would be needed to
accotmrodate new strategies not conforming to
them.

EFFECTIVENESS Rl?ASURSS
KXTIHDED SCOPE OF ALLOCATION STRATEGY

The rationale for considering alternative
strategies for allocating inspection resources
1s to improve attainment of safeguards goals at
no cost increase cr to mttintain attainment while
decreasing costs. Performance measures relevant
to these objectives are the effectiveness of
the strategy as represented by probability of
detecting an anomaly, the cost of the allocation
plan, and the con~istency of the strategy with
current practice.

Effectiveness of an inspection strategy is
meaaured by the attainment of the IAEA criteria
in terms of the quality and frequency of the
inspection activities. For example, in verify-
ing material inventory, the probability of de-
tecting a defect, which depends on sanrp~e size
and inatrumant uncertainty, and the frequency
cf inventory determine the attainment level. By
calculating the attainment level for each facil-
ity/msterial type, one can rank the allocation
strategies in terms of effectiveness, Because
ti~is ranking is based on IAEA criteria, it in-
corporates the IAEA aafegusrds preferences for
safeguarding facilities and material, and its
evaluation of inspection activities.

Coats of an inspection strategy to the IAEA
consist of those incurred at headquarters and
in the field. At headqmrters, the costs are
administrative, su~h as arranging travel and
conmrunicating with atatee, planning inspections,
completing inspection reports, reviewing sur-
veillance film, verifying seal identify and
integrity, and training,

[n the field, the coate are associated with
travel time, {implementation of lnapections in-
clu~lln~ openin?, meetings, health and safety pro-
reduren, instrument ralibratlon, examinntlon of
recorrla, rornpar i 8011 () f rerords and reports,
mnterlfil Ver{flrfit{on, replaring seals, lr,ntal-
1 ing and sefvlcing nurvell lance equipment, and
closing meetings.

Although not directly relevnnt Lo IAEA
roats$ the operntt)~ r-esourren and time in prn
parlllg for mn inrtpectlun And 111 nrrormm)d~tltig

the lnapertl.)n prorefttlrati hy, fnr oxfimplm$ nwJv-
Illg f 110I naoembllen is nn ndditlonnl rent to
I,OIIM{der , Reauonti for redurln~ operator (.onla

Relaxing constraint on aasignmcnt of in-
spection effort can increaae anomaly detection
sensitivity, improve agreement between IAEA
priorities for safeguarding material and the
asaigned ins ection effort, and reduce inspec-
tion coats, f-7 rhe principal constraint on
the current disposition of resources :s the
focus on individual facilities as the basis of
planning in which effort is allocated to a
facility independently of the other facilities
to be inspected. This section describes some
alternative for assigning inapect!on effort
that consider the total collection of facilities
to be inspected from a single resource allow-
ance.

Strategies considered are (1) extended.—
stratification in which material verification——.—
is based on a single combined stratum encompass-
ing identical material from multiple facilities,
(2) the extended msteriala balance area (MBA)——
approach incorporating a single MEA that con-
tains mu..iple facilities, (3) extended material.——
categories in which effort is allocated sepa-
rately to the dirmct use, spent fuel, a!id in-
direct uae categories lgrmring fac~.lity bound-
aries, and (1+) extended scenario development-—_—..—...-.———
that cansidera scenarios involving multiple
facilities.

Extended Stratification

Currerit lnape,tion procedures employ .str’at-
iflcatlorr of mat riala within a facility (for
e.tample, treah, core, and spent fuel strata at
a reactor), which haa the advantage that where
items [n ~ atr~t,lm are relatively henx]geneoug,
one gains prac!riou in estimating an attribute
of the totel populstlGn based ,)n a rnndom #am-
ple, ilxtended stratification capltrl Izen on
this effert hy expanding a atrntum trctoHs fnril-
lty boundaries to ok)tnln the largest ootIHllllc
homoseneuua material ~trfitum. A pnsri{t)le CM
ample is combining n!i spent fuel in rrnf’Lor
storage pnnda in n at~tte into A Hlnglr wtratlun.
rhe extf!rr(ied Rtratum Wollld be {otig[der,~d /t# ,,
~ln~le entity ‘or devfrlnpmeilt 01 0 ~nm;)i iug pl;lll
nnd assignment of i[I~pe,L,,>n [~sour[.p~,



As an example of the advantage associated
with an e-rtended stratum, consider two separate
but identical collections of items. Assuming
that the differences between operator and in-
spector measurements on each item are independ–
ent and identically distributed normal random
variables with variance ~2, the D statistic
(a weighted sum of nreaaurement differences) for
each stratum haa standard deviation

N
OD=~”o ‘

where N is the total number of items in each
stratum and n is the sample size.

Assuming a uniform falsification of the item
amounta in both strata and setting the decision
threshold for detecting falaified data at 20D ,
there ia a 0.75 probability of detecting a
simultaneous falsification of amount 2(7D in each
stratum. However, if the strata are combined,
the D statistic for the extended stratum haa
stand?ird deviation

f
2

‘Dext = ; “ N ● 0

and the detection probability for the same total
falsification of 4UD is 0.88, assuming that
the same falae alarm rate is maintained.

Extended MBA

Curr?nt IAEA accounting procedures are based
on MBAs that are contained within a sil,gle fa-
cility, The extended MBA concept would expand
the MBA boundary to encompass all or porticna
of multiple facilities, for example, the part
of a state’s fuel cycle containing only low-
enriched uranium material.

This concept haa been studied in detail in

Refsi, 1-3 where example fuel cyclza were given
in which the extended MBA concept wan shown to
reduce inspection coats since verification of
transfers between facllitleu ~s not required
where these are internal to the MilA, In addi-
tion, the extended MBA improves cetectlon .sen-
sltivity compared with multiple bmaller MBAs,
pro~riderf the overai~ talse alarm rate ia the
same in both instances, This effect has a sta-

tistical basis simllnr to that iiluatrated Ln
the ~x:ended stratum example. Of course, the
gain in detection sensitivity must be belancert
against the ions of ability to Iocalize the
rause of an anumaloun materials bnl~ Ire to a

particular facility,

ftxtended Material Categorlen

The concept of exlenrfed material atrqta, in
Wll I \.tl all material having similar fur-m are
n#grP#r4tvdt may he mud{fierf to inrlurfe strntn
that are !’OMJ)UIIPCi of the three fjenernl materlnl

categories (direct use, spent fuel, and indirect
use).5 For example, all direct use material
in a state’s fuel cycle might be considered as
a single stratum for the purpose of assigning
inspection effort. This procedure would allow
allocation of inspection resources to achieve
uniform attairunent of the safeguards criteria
across all materials in a category without
regard to facility boundaries. Because this
approach to resource assignment emphasizes mate-
rial categories rather than facilities, we do
not distinguish between material of the same
category at different facilities.

We denote the attainment levels for the
material categories by the variables ADU for
direct use, ASF for apent fuel, and AIU for
indirect-use material. These vaciablea take
one of the four values–-partial attainment,
attainment, almost timely, and timely attain-
ment. To each allocation of inspection effort,
we associate an attainment triplet ( ADU,
ASF, AIu) that is a nonquantitative meaaure
of the effectiveness of the allocation.

Consistent with the IAEA priority for safe-
guarding mater~al categories, we introduce the
additional constraint that any inspectim allo-
cation should result in attainment ievels sat-
isfying

%U 2 ‘SF 2

Within this
are selected to
subject to the

‘IU -
(1)

framework, inspection activities
maximize the attainment levelc
constraint (l). Resulting in-

spection strategies will be fully consistent
with IAEA objectives, place greater effort on
the more atf,ractive materials, and aasure uni-
form attainment of safeguards objectives for
material in the same category. 5

Extended Scenarioa

The IAEA safeguarda approach for inspecting
a facility is derived from exten.slve systems
studies that consider the potential scenarios
for mlause of nuclear material, the anome]iea
created by these scenarios, and the inspection
activities necessary to detect the anomeliea.
Currently, these analyses do not consider sce-
narioa that croaa faciiity boundarlea, neglect-
ing the totality of events necessary to apply
mgterial for some use that viulates the :on-
#trainta of a safeguards agreement.

For those states in whirh ali faril{tles
are under safeguards, an alterllntive annlysifr
would ronsider sccnar-iori thnt Involve ml,ltlple
facilltiea, [identifying thune key Iuratlunrr
withi[l the fuel .yrle where Inspection a,tiv-
ltlea can best he applied tu detect ;IuoIIralir?ri
reiated to the extended Mcennrios. , y weighti[lg
the naaignmeflt of IJlspe[,tl{]o effort toward tll[~rle



key locationa that are potentially involved in
either more scenarios or in thase scenarios with
highest consequence, there can be a more effec-
tive dispersal of inspection activities.

RANDOMIZATION

Current inspection practice is to repeat
inspe~tions of the bSSI!e type at each facility
with the same frequency, intensity, and reper-
toire of inspection activities. This predict-
ability of infection procsdurea allowa one to
optimize activities for material misuse to avoid
detection. However, introduction of uncertainty
into executicn of inspections offera potential
improvements in attainment of safeguards goals
either by increasing the probability of anomaly
detection or by allowing a potentially broader
range of anomeliea to be detected,1*2~8*g

Among the strategies for incorporating ran-
domization into iAEA inspection practice are the
following:
. random selection of the quality and fre-

quency of individual inspection activities
at 9 facility,

. random selection of the frequency of inspec-
tions of a gi~sn type at a facility,

. random selection of facilities to be in-
spected from a group of candidate facil-
ities.

Randodzation within IAEA Criteria Con-

straints

Within the framework of the IAEA safeguards
criteria, there ia sufficient flexibility to
acconznodate some randomization strategies with-
out r~riuction in attainment of these criteria,
Poauibili!ies for randomizatiori exist for the
method of verification of material integrity,
the quality of the verification, and the fre-
quency of verification.

For most material strata, the f.riterla per-
mit a choice of several acceptable verification
methrds including item counting, serial number
checkin~, vsriablea or attributes nondestructive
assay, sealing container, or surveillance. The
specific methuds depend on tho material type and
the facility type.

VOr each veriflcaLion method and rrseter{al
type, the criteria specify the .quallty of the
activity in tcrma t)f the sample size correspond-
ing to a iesirerf detection probability. “rhe
sample size ia #tated as a Iuwer bound, permit-
ting var{at[ons in sample size betw?en the lower
bound nnd cornplet? coverage. [n thone inrntancrs
wh+re there are sufflrient reriour,,es tn e)r(.ty(:{l
the n:inimw, required nample s~.,es, Ihe inspect-
ion plan [-ould rnnrfomize the int~.nsi!y (I[ veli-
Ilrtit,iun across the strata in A farllity.

With respect to frequency of verifying mate-
rials, the criteria state a maximum interval
between verifications that depends on the mate-
rial type. Within this constraint, the interval
between inspections can be varied.

Randomization of Inspection Activities at
a Single Facility

Current inspection practice is to repeat
essentially the same inspection activities with
the sam- quality at each inspection of a given
type. Although this consistency in the inspec–
tion plan simplifies the planning and execution
of an inspection and the interpretation/analysis
of the resul.s, there are disadvantages in that
an informed strategy for material misuse can
capitalize on the predictability of the inspec–
tion. Indeed, by introducing an element of
unpredictability into the inspection plan, the
inspector ccmplicatea the planning of scenarios
for material misuse and in some instances in-
creases the effectiveness of the inspection ac–
tivities at no increaae in inspection effort!8*g

As an example, consider a facility with two
material strata that ars to be verified with an
attributes measurement for detecting a gross
defect in an item. Assume that the strata are
identical, each containing LO items, and that
each item contains a significant quantity of
material.

The inspector has a total of 15 units of
time to complete the inspection, and each item
requires 1 unit of time for ita measurement.
In addition, there ia a set-up cost of 5 units
associated !Iith the mei.surement of a titratum,
which inclt!dea health/safety preparation, in-
strument calibration, and retrieval of items to
be measured.

The interaction between Zotlr possible in-
spection strate~ies and two possible di~er~ion
SCenariOS fOr obtaining a Sig’l{ficant quantity
ia shown in Table 1. Clearly, the inspector
can guarantee a detection prul,ability of at
least 0.2 by choosing strategy 2 or 1 and re-
peating this procedure at each inspection.

However, randomization of inspection ,i{tlv-
ities offers a sub~tantlai lmpro,,ernent over t!lc
practice of repeating the same activities ,)t
each inspertiorr, [n the wxarnple, if t.hvil!spf!I;-
tor chooses strategy 1 with probability ().> i)r
strategy 1+ with protjability (),5, the []ver;lll
prohabiiity of detecting a rnccterlal defcrt hc
ronw!s 0,5, a nubtstnnti~l improvement (]ver tltc
0.2 aasuciated with the deterministic strntt.gy.



TABLE 1. Effectiveness of Inspection Strategies
for Example Problem

State’s Strategies

Divert One Divert one
Item from Item from

Inspection Strategy Stratum A Stratum B

1 Inspect
Stratum A 1.0 0

2 Inspect
Strata A & B 0.3 0.2

3 Inspect
Strata A & B 0.2 0.3

4 [napect
Stratum B o :.0

Randomization of Inspection Frequency

Randomization of the frequency of inspec-
tions at a particular facility is constrained
by required notification of facilities prior to
a visit to arranee operational prerequisites
such as opening a reactor core. Thus, although
completely unannounced inspections are not gen-
erally ~~ractical, randomization of vizita within
a Prear.an8ed schedule of potential inspection
da~es is possible.

The conformance of this strategy to the IAEA
criteria for evaluating inspection effectiveness
depends on the type of inspection that is ran-
domized. If physical {nventory inspections are
randomized, then the quantity component of the
criteria is probably not attsined since this
requires some minimum number cf physical inven-
tory verificati~ns 9nnually. However, if only
interim inspections are randomized, then the
quantity component may still he attained, but

no attainment of the timeliness component 1s
possible.

Ciearly, reduction in inspection resources
are realized for those lnspe,tions not carried

out. Alternatively, this strntegy can increase
effectiveness when the resourres from inspec-

tions not implemented are apptied to incrnase

covernge at the inspectrd facilities.

Randomlxatlon Over Facllitieu

‘The ,on~.ept of tAndorrt[zatl(]n vvqr facilit ieq

ronnintn of nelerting [rum A rollefltion uf f,l-
viltt{e~, such am those in s ntate’~ fuel ryrle,
a rnndorn sample for lllspe(tiorr over A tlm.e

period such as 1 year. Under zhis strategy,
the resources not applied at the uninspected
facilities either could be applied to increase
the effort at the inspected facilities or co~ld
be withheld to achieve resource savings.

For those facilities not inspected, the
safeguards criteria would not be attained and
no statement would be possible about the safe-
guards status of the msterial at the facility.

A further practical difficulty is the random
fluctuation in the number of each type of facil-
ity to be inspected, which might require that
all inspectors be designated and trained in the
inspection of all facilities, a condition that
is probably not achievable.

TASLS 2. Sary of Salact.d Stra Ce~iea for
[nssratioo Renource Allocation

.—

C0nai8t*nt Reduced
with [ASA Improved [nepect ion

Criteria Effect iven. ra coat

.-—. —

Extended strata ● Yes ●

Utrnded MBA No Yes Yes

Randomisation of
inspection artivitie* * Ye9 *

Randomization o!
facilitioa No ● ●

●Osp*nd#On details of isplemncat ion.

— -—

wmARY

Altho~lgh the concepts of extended scope of
inspection planning and randomization of inspec-
tion activities appear to otfer ‘nrprovemen:s in
the effectiveness and efficiency of interna-
tional safeguards, a complete evaluation of
their usefulness requires a study to quan:ify
conformance .:{th IAEA safeg~lards criteris,
effectiveness [n terms of prol)ability of detect-
{ng anomalies, and cost reduction, . However,
based on the qualitative considerations dis-
cuaried in this report some geneual convluaions
about a few of tl,e~e concepts are sunmmrized i n
Table 2.
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